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1 Introduction

1.1 Abstract

This document captures the core of the study program: the modules, the composing learning out-
comes, and courses, as well as the study programme concept. To do so concepts are introduced to
create a mapping between the learning objective driven perspective of formal education and the
more non-formal skills and competencies perspective of the markets. As an extension of this, D2.3
defines a MS@CPS framework for composing and implementing the master studies on a local level
but also to introduce MS@CPS as a type of branding, rapidly transforming local study programs to
CPS studies.

1.2 The purpose of this document

= This document describes a Framework for the master studies but is also acting as a guide to
implement new MS@CPS study programs in the future.
= This includes an adaptation concept to apply the MS@CPS curriculum at local levels.

1.3 Relation to other deliverables

= D1.3 —the framework presented here is based on the courses, identified in D1.3.
= D2.1-the construction of the framework is informed by the pedagogy which was drafted for
an inclusive, sustainable, and transferable study programme concept.

1.4 Relation to work packages

WP1 collects the requirements of the overall curriculum building frame and delivers an input to the
curriculum in terms of focused learning outcomes (LO) that can have a relationship to the application
driven pedagogy parts. WP3 similarly collects and facilitates industrial requirements to the later study
programme and enables to fine-tune the practical pedagogy in a way to accommodate a range of spe-
cific industrial curricula integrations under one homogeneous concept.
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2 From Cyber-physical Systems Skills and Competencies to Learning

Obijectives

Cyber-physical systems (CPS) as a direction of thought and a discipline to master for high technology
products and concepts, has been described now in several deliverables. See here especially D2.1. How-
ever, what continuous to make it unique and what informs this deliverable, is that CPS is a concept at
the intersection of mechanical, electrical and software engineering, which not only motivates this in-
tersection but needs the intersection to master the complexity of modern CPS systems. This comes
with a catch. While each discipline is existing for multiple generations, they are not compatible on a
level that is needed to truly master CPS systems. Assumptions, taken to simplify the model of the world
to a manageable construct, do work well within the single disciplines but they do clash when combined
to one fused implementation within the domain intersection.

So rather than being a fundamentally new discipline, CPS puts forth the challenge to develop new
concepts for interlinking the existing disciplines to find new answers for problems of high complexity.
This in turn means that a study programme for CPS is not about creating new courses but to combine
courses in a way that in their intersection new answers are given on how to interlink disciplines and
models alike to create new, complex systems but also to teach the fusion in new creative, cross-disci-
pline manners.

MS@CPS answers the challenge by proposing a unique composition of courses, together with a prac-
tical, cross-domain vision for shared practical spaces (see D2.1). But MS@CPS also comes with the
profit that the foundation that is needed to implement this study programme is available at most of
the universities. Only the composition and the unique teaching concepts have to be adopted. There-
fore, this document showcases the unique composition of courses, coming from a learning outcome
perspective (see the collection of module descriptions in D2.2) and transitioning into a skill and com-
petency perspective. This, mixed with the concepts of the MS@CPS pedagogy, enables to see MS@CPS
as an overarching concept and a type of educational “brand” that enables a rapid transfer to, basically
franchising the idea as a concept and label to create new local university programs that are unique in
their CPS implementation but aligned to the MS@CPS framework.

However, it has to be highlighted that an adoption of existing courses is the base for creating a CPS
master study program, but it has to go beyond adoption. It needs a six-fold adoption and sustainability
cycle to ensure the domain intersection needed to teach CPS master studies:

1. Collect courses that reflect the target learning outcomes.

2. Investigate the state-of-solutions and the state-of-the-art to ensure the transferability
of concepts on a complexity level of up-to-date CPS research and market solutions.

3. Use the identified concepts of the single courses and discuss overlaps and communal-
ities that are needed to create a CPS perspective and skill set.

4. Apply the MS@CPS pedagogy to create and reflect practical formats that enable a
cross-domain application of taught learning outcomes.

5. Evaluate the learning outcomes with learning assessment and qualitative surveys and
analysis.

6. Repeat.

2.1 ESCO Skills and Competencies Framework

Before we look deeper into the MS@CPS framework, we will define the use of skills and competencies
within this document. Training takes place in multiple environments, may it be formal, in terms of
formal or formalized education, taught at certified institutions like universities, which then “certify”
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mastering of a study program, or, non-formal learning, with more open training concepts, teaching
and training sets of skills in a semi- or fully non-formal environment, or informal learning, or called on-
the-job-learning, where learning happens self-motivated while interacting with new situations, often
not even being aware of the process of learning.

This leads to multiple institutions, organizations — public or private — do fertilize a market with a mul-
titude of stakeholders and supporting disciplines. As such, the terms of skills, competencies and learn-
ing outcomes or objectives can easily mix in meaning, avoiding a unique, yet general definition that is
accepted by all stakeholders. Therefore, we had to make a selection of a definition from the corpus of
definitions in the literature and markets. The definition selected here is derived from the European
ESCO initiative for a common, European understanding of skills and competencies and their match to
jobs. From a formal-learning perspective the highest abstraction level is learning objectives, expressing
the higher-level goals of learning in an abstract but transferable fashion, while each learning outcome
may include one or multiple skills and competencies.

The ESCO definitions are cited in the following and will be used within this document in this specific
vision:

= Skill: https://ec.europa.eu/esco/portal/escopedia/Skill

Skill

ESCO applies the same definition of "skill" as the European Qualifications Framework (EQF).

According to this "skill means the ability to apply knowledge and use know-how to complete
tasks and solve problems". They can be described as cognitive (involving the use of logical,
intuitive and creative thinking) or practical (involving manual dexterity and the use of methods,
materials, tools and instruments).

While sometimes used as synonyms, the terms skill and competence can be distinguished
according to their scope. The term skill refers typically to the use of methods or instruments in a
particular setting and in relation to defined tasks. The term competence is broader and refers
typically to the ability of a person - facing new situations and unforeseen challenges - to use and
apply knowledge and skills in an independent and self-directed way.

Example:

Working as a "civil airline pilot" requires the competence to combine knowledge on
"emergency procedures" and "equipment malfunctions” with skills on "reading position
coordinates” and "following the air route". This application of knowledge and skills
takes place in a partly unpredictable setting where technical and organisational
problems occur on a daily basis and where solutions have to be immediately identified
and applied - either by the pilot alone or through team-working (e.g. involving the
cabin crew or the ground staff).

In ESCO, skills are part of the skills pillar.

= Competence: https://ec.europa.eu/esco/portal/escopedia/Competence
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Competence

ESCO applies the same definition of "competence" as the European Qualification Framework
(EQF). According to this "competence means the proven ability to use knowledge, skills and
personal, social and/or methodological abilities, in work or study situations and in professional
and personal development.” They are described in terms of responsibility and autonomy.

While sometimes used as synonyms, the terms skill and competence can be distinguished
according to their scope. The term skill refers typically to the use of methods or instruments in a
particular setting and in relation to defined tasks. The term competence is broader and refers
typically to the ability of a person - facing new situations and unforeseen challenges - to use and
apply knowledge and skills in an independent and self-directed way.

Example:

Working as a "civil airline pilot" requires the competence to combine knowledge on
"emergency procedures” and "equipment malfunctions” with skills on "reading position
coordinates” and "following the air route”. This application of knowledge and skills
takes place in a partly unpredictable setting where technical and organisational
problems occur on a daily basis and where solutions have to be immediately identified
and applied - either by the pilot alone or through team-working (e.g. involving the
cabin crew or the ground staff).

In ESCO, competences are part of the skills pillar.

2.2 Learning Objectives and the Education/Job Market Gap.

There is an ongoing gap between education and the fast-developing market. As such learning objec-
tives can be seen also as a general level design element, utilized to address a larger field of skills and
competencies, without changing as rapidly as the markets. This is based in the abstraction level of the
learning objectives. To bridge the gap, section 4 in this document presents a mapping between the
main skills and competencies of each study module and the defined, selected main learning outcomes
of the composing courses.

2.3 Blooms Revised Taxonomy to Design Learning Objectives

To complete a successful mapping of skills, competencies and learning outcomes, the learning out-
comes have to be considered and rated with more detail. The fundamental idea of learning outcomes
is to offer an abstraction level that goes beyond the competences definition we have seen above. The
less abstract a learning outcome is, the closer it is to being a competency or skill. However, the level
of abstraction is usually hard to judge and evaluate. One tool to do so is Bloom’s (revised) taxonomy.

Bloom’s taxonomy is based on the idea that the outcomes of teaching can be sketched along a multi-
level pyramid, as shown below in Figure 1. The concept is that learning can be seen as climbing, or
mastering the pyramid, starting with remembering, converging to understanding, to then gain the abil-
ity to apply the learned till learning is wholesome enough to activate higher cognitive and creative
functions that finally enable to create new artifacts based on the learned and also beyond the learned.
A class can then be seen as a learning “climb” of mastering the taxonomy levels, while the instructor
can decide till which level the education and therefore the learning outcomes should reach.

To make this easier, Bloom’s taxonomy collects verbs that are typical for the implementation of the
given level of mastering. l.e., “compose” is signalling an activity that needs a master level that fits to
the “create” level of the taxonomy. Now this can be used to further evaluate learning outcomes, skills
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and competencies together, to see in what way the phrasing of the specific concept aligns to the levels
of the pyramid, providing an indication for the fit of those concepts. l.e., if a skill includes the signal
word “create” in the context of applied creativity, then it can be assumed that a given learning out-
come in the same domain and with the same focus, will also require a similarly “high” level of master-

ing.
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Figure 1: A visualization of Bloom's revised taxonomy, including a limited list of corresponding verbs.

Additionally, the taxonomy defines cross-cutting dimensions that can support to better classify a given
part of a lecture and its learning outcomes for a more distinguished, detailed perspective. The catego-
ries are shown in Figure 2.

Bloom’s Revised Taxonomy -[-)|E;,i§;; bysical Systems
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knowledge dimensions.
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Figure 2: Cross-cutting dimensions of the taxonomy.
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This enables to see a given class and its objectives in a matrix of its mastering levels and dimensions,
to gain a differentiated overview and evaluation of the composing parts of the class, as seen in Figure
3. This furthermore enables a distinct mapping to skills and competencies, considering those also
through the matrix approach. The mapping is shown within section 4 of this deliverable for the core
learning outcomes of each module. The specific match is always also informed by local factors, such as
the teacher profile, learner profile, the study context and the composition of the practical support of
courses as a course environment and finally also by socio-cultural factors. As such the core lists of skills
and competencies are intended as a starting point for further defining skills and competencies on a

local level.
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3 MS@CPS an International CPS Curriculum Framework

The input for the MS@CPS curriculum framework is the collection of courses and concepts in D1.3.
Based on this the consortium conducted workshops throughout the consortium meetings of the first
year to create a concept and strategy to develop the MS@CPS study program.

3.1 Following the Bologna Process

Deliverable D1.4 collects the concept of the Bologna process and its defining factors. This deliverable
acknowledges the conversion between credit hours (CHR) and credit points in the ECTS.

3.2 A Module-based Curriculum

WP 1 one introduced a sequence of actions to analyse CPS literature and existing CPS courses and
study programs to identify study areas and state of the art topics of CPS systems as a theoretical foun-
dation of the MS@CPS study program. This was followed by online and physical workshops as part of
the first consortium meetings to identify communalities and study concepts that can support a high
quality, yet flexible study program. As identified in section 1 of this document, many of the founda-
tional areas of CPS are already today taught in distinct courses at local universities with a strong tech-
nical faculty. However, the mix, update and blending of the courses and course topics, together with
creating practical spaces of application, is vital for a successful implementation.

All members of the MS@CPS project are experienced teachers and researchers in the field of CPS.
Throughout the second consortium meeting the MS@CPS the team conducted a workshop to use the
first results of the WP 1 actions to isolate the main composing areas of CPS to create study modules.
These main modules are:

= Embedded Systems: Exploring the source CPS which described explicitly the blending of dif-
ferent disciplines to create highly complex electronic systems.

= Safety and Security: Complex systems are especially relevant in areas with systems that are
critical in terms of one or more requirements as timing, physical resistance, energy efficiency
and failure resistance, all while communicating with distributed systems. As such safety, se-
curity and dependability plays a major role to ensure the operation of such systems of sys-
tems scenarios.

= Advanced Communication Networks: With the advent of the internet of things (I0T) and
time critical systems, the communication networks they operate on are becoming vitally im-
portant and need to be studied to create dependable and sustainable systems.

= Al and Advanced Computing: At the heart of the new information processing capabilities of
modern CPS components, lies the ability to reason, locally or distributed, using smart algo-
rithms and new concepts of learning systems. Here artificial intelligence (Al) and advanced
computing concepts and a perspective of knowledge management are in the focus for CPS.

= Entrepreneurship: Taking a wider angle and accounting for the practical focus of the study
program, the studies need a market perspective, along with base economical knowledge to
exploit modern ideas of CPS on the markets.

= Human Machine Systems: Any complex system meant to support human production or
productivity, needs concepts of interaction between systems or systems and humans. This
upgrades network communication to networked services, which provide support and ser-
vices to the human endeavours.

The respective modules are collected in the following in Table 1. The rational of the study plan and
application in the local environments is given in the next section 3.3.
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Table 1: The six modules of the MS@CPS study program, including the obligatory and elective courses.

Module Embedded Systems Module Safety and Security

Core course/LOs: Core course/LOs:
= Embedded platforms (hardware and =  Security (privacy, data integrity)
software)
Elective courses/LOs: Elective courses/LOs:
= Real-time systems = Dependability (safety, reliability, availa-
bility)

=  Sensors and actuators

= Control systems

Module Advanced Communication Networks Module Al and Advanced Computing

Core course/LOs: Core course/LOs:

= Internet of things =  Machine learning
Elective courses/LOs: Elective courses/LOs:

= Distributed systems (open industrial) = Big data analytics

= Cloud computing =  Computer vision

= Low power networks = QOptimization

= Network optimization = Theory and algorithms

= |ndustrial communication protocols = Software engineering

=  Mobile communication networks = Knowledge management

= Wireless communication networks

Module Human Machine Systems
Core course/LOs: Core course/LOs:
= |nnovation and entrepreneurship = Human machine interaction

Elective courses/LOs:
=  Mobile and ubiquitous computing

= Distributed control systems

3.3 From Modules to Learning Objectives —a new Objective-based Curriculum Perspective

The process of study programme design is traditionally a top-down process. Study programmes are
clustered into areas which are represented by modules. Modules include courses and teaching tools
as seminars, internships etc, which support the coverage of the modules content from a learning per-
spective. To express the coverage and the study level alike, each course defines a set of learning
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outcomes that describes the goals of the course in terms of the target of learning. As raised in section
2, learning outcomes, or learning goals do describe the outcomes in a more abstract manner, which
enables an adaptability facing a progressing field, without the need of changing the outcomes, leading
to a stable, yet evolving programme.

For MS@CPS it was evident based on the outcomes of WP 1, that a base level of required courses were
available at the local level, covering a foundation of courses which needed to be adopted and updated
in line with state-of-the-art works and aligned to the 2.1 MS@CPS pedagogy. However, not all courses
had the same composition. l.e., learning outcomes of an identified course, could be distributed across
two or more other courses, or selected courses could cover more than the intended learning out-
comes, with a potential higher study load. Furthermore, the available courses were tailored to an ex-
pected level of excellence but also to local market requirements and local study cultures. In line with
that the consortium defined the following goals:

= Align courses to a common quality level.

= Integrate local lessons learned and best practices, including well established topic composi-
tions —if and only if they fit to the MS@CPS requirements.

= (Create a course matching strategy to align and transform the local course structure and con-
tents to the MS@CPS composition.

Based on this the consortium designed a novel MS@CPS study programme framework. Each study
programme fundamentally breaks down into its composing learning objectives in a top-down perspec-
tive. However, taking then a bottom-up perspective the pool of learning outcomes could be used to
support different course compositions, while still covering the intended overall set of learning out-
comes. So rather than agreeing on fixed courses per module, the partners agreed on covering the set
of learning outcomes that were defined by the course analysis of WP 1.

Structure of Study Programs -E)|E;i:;'ﬁﬁ,siml Systems

Embedded
Systems

* Learning Outcome 1 * Learning Outcome 1 * Learning Outcome 1
* Learning Outcome 2 * Learning Outcome 2 * Learning Outcome 2
Embedded Laboratory Topic 2 Topic 3

* Learning Outcome 1 * Learning Outcome 1 * Learning Outcome 1
* Learning Outcome 2 * Learning Outcome 2 * Learning Outcome 2

Figure 4: Traditional module-based programme composition.

Figure 4 shows the traditional module-based perspective on study programmes. To introduce a bigger
flexibility, while keeping a cross-country comparability, the consortium implemented a multi-step
strategy to construct the programme frame:
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1. Identify relevant courses and learning outcomes for CPS studies globally.

2. Identify and add learning outcomes that are identified as vital from state-of-the-art
and state-of-the-work articles and experiences.

3. Identify core areas of CPS and set them as modules with a compromise between sep-
arability of the domains and a reasonable number of modules to prevent a dissolving
of the study focus.

4. Cluster the identified courses and therefore learning outcomes into the created mod-
ules.

5. Identify per each module the course that has to be mastered at minimum to master
the base required learning outcomes per module and make the course a mandatory
core course.

6. Collect all courses that are relevant from the pre-study for a given module and add
them as elective courses.

7. Consider all courses as compositions of learning outcomes and mark the learning out-
comes of the core courses as mandatory.

8. Collect and match all locally available courses with fitting learning outcomes to the
courses and learning outcomes in the module.

9. Ensure that the mandatory course per module is matched in all its composing learning
outcomes. Else create the course at local level.

10. Add all courses that match a sufficient number of learning outcomes that were iden-
tified as elective to the respective modules.

11. Ensure that the requirements for intersecting CPS domains throughout courses is met.

12. Ensure that the requirements for practical studies are fulfilled as defined in the D2.1
MS@CPS pedagogy.

MS@CPS = Modules and Outcomes[-)|c?herphv5ical Systems

Embedded Module 2
Systems > 12 ECTS > 12 ECTS
LO List Module 1 LO List Module 2 LO List Module 2
* Learning Outcome 1 * Learning Outcome 1 * Learning Outcar=- ~
* Learning Qutcome 2 * Learning Outcome 2 = -
s =
* Learning Outcome 3 ¢ Learning Outcome 3 MS@CP les
* Learning Outcome 4 ¢ Learning Outcome 4 Mﬂdu e
Activities mes
o
+ Learning o /j
__-—-_-_-.--"—_
A —

Figure 5: New MS@CPS programme perspective.
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This leads to the study structure that is visualized in Figure 5, above. The base groups are the modules
and for each module a fixed number of ECTS points is defined as a minimum number for being able to
master the module. The exception is the module 5 “Entrepreneurship” which includes only one man-
datory course and only one course overall.

MS@CPS = Modules and Outcomes)

LOList Module2 | | LOList Module2 LOList Module I

Cyber Physical Systems

L0 List Medule | | L List Medule I

Embedded

Systems > 13
o

LO List Module 1

*  Lmaming Outcsrme 1 *  Leaming Ouecsre 1 Learsing Owicome 1 +  Leoewing Cuncerse 1 + benming Qunoerse § *  Lewnwing Gwinome 1
*  imaming Cuecorn 2 *  Lmaming Cuecerae 1 Learsing Owtrome 2 +  lenming Quneme 1 +  Lemmng Dumceme 1 = Lewwig Owimome 2
®  Learsing Owimome 3 *  Learsing Owimome 3 *  Learsing Owimome 3 *  Learsing Owimome 3 *  Learsing Owimome 3 *  Learsing Owimome 3
= Lewmig Owiome = Lewmig Owimome 8 = Lewmig Owimome = Lewmig Owiome = Lewmig Owimome 8 = Lewmig Owimome
4 DI C\,’bEr thgical_ Systems st i e T e P e

" Ertbadded

et |

| Lot Modulen | | LOLst Moduie2 | | LOList Module |
*  Learsing Owiome 1 *  Learsing Owimome 1 *  Learsing Owiome 1
& Lparmig Owinome 2 & Learmig Owinome 2 [T —
= Leaming Owicome 3 *  Leaming Cueczma 3 *  Leaming Cueczma 3
*  Loarsing Duimme & *  Leaming Chicermed *  Lsaming Chicsrmed

Figure 6: MS@CPS novel study programme composition.

Figure 6 shows a graphical representation of the strategy of the study programme. The graphic depicts
a range of modules which together compose the study programme. Within each module practical ac-
tivities are planned in line with the MS@CPS pedagogy. As the intent of the practical activities is to
explore intersections between areas, such activities can be implemented as cross-cutting across mul-
tiple modules. This can be seen through the horizontal activity blocks. The master thesis is a projection-
space of the mastered learning outcomes and serves as a scientific and practical exploration. As such
it has a dominant position.

Across the partner-countries the conducting and frame of the master thesis can differ. Within the Bo-
logna system, master thesis works are usually adding up to up to 30 credit points, sometimes accom-
panied with a specialized course that teaches the basics of research methodology to ensure a high
quality of the finished works. Master thesis works are required to include a research component to
enable a potential path towards a PhD programme. In partner-countries however the credit points and
the framing of the thesis works can differ. l.e., the master thesis can be split into multiple stages with
different outcomes or can require an additional course while reducing the base credit points of the
master thesis work. Especially the later is motivated by a stronger industry focus.

Following the local training culture, the consortium compromised the requirements of thesis works
and allowed the implementation of local solutions. However, the consortium agreed on implementing
a 30 credit points equivalent solution as one of the local implementations available at each partner
university, as well as agreeing on explicitly endorsing the selection of that solution for future students
to minimize the manual recognition process in cases where master students want to pursue a PhD
within European institutions. Furthermore, the consortium agreed to endorse conducting master the-
sis works locally either directly with industrial partners or developing master thesis topics together
with the local industry, as expressed within the whitepaper within D2.1.
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3.4 MS@CPS Branding and Transferability

Section 3.4 describes a flexible study programme for teaching CPS in higher education. This study pro-
gramme is unique in its composition, combining the flexible approach with a bottom-up, learning out-
comes-based framing and an explicit pedagogy that impacts the how of teaching and implementation.
This together creates a flexible framework that is at the core of the MS@CPS studies, focused on trans-
ferability with respect to the local qualities, while ensuring an international level of quality and com-
parability. Therefore, the MS@CPS study programme has the right framework to be seen as a global
initiative and brand. The consortium intends to open up the concept to enable other universities to
implement CPS programmes under the flag of MS@CPS and with MS@CPS as a seal of quality. To be
able to gain the MS@CPS brand seal new study programmes have to fulfil the guidelines defined in the
deliverables of WP 2, as well as to fit to the minimal definition of learning outcomes per each module.

With this we envision a wider impact on local, regional and European levels turning the MS@CPS study
programme from a master into an international base standard for CPS training.
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4 MS@CPS Modules

Section 4 now collects in detail module descriptions and matches the base skills and competencies to
selected learning outcomes of the courses of the module. As markets rapidly develop the match cannot
be complete at any given time but this collection should give an indication about the base match and
their respective composition, importance within the study programme and relevance of the matched
skills, competencies and learning outcomes.

To support future MS@CPS programmes section 4.1 collects a template, along the rational of filling to
define future modules along the MS@CPS framework.

4.1 Module Template

4.1.1 Module Description

Please describe in the following section the module.
Intended size: 0.75 - 1 page.

Content:

= Qverall describe the concept of the module and how it relates to CPS.
= Consider in the statement how it is related with a scientific perspective:
o CPS as a domain of research,
o Publications,
o development in the literature regarding the module contents,
= and with a practical, industrial perspective:
o How has the industry changed and is changing in the fields of the module, showing
the relevance of the module for CPS?
o How are the skills/competencies relevant for the practical and R&D in the industry?
= Then please, if not addressed in the motivational 0.75-1 pages, write one paragraph per
course within the module to indicate how the course contents are relevant for the module.

Module description...
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4.1.2 Skills and Competencies

Please address in the following section the skills and competences that are vital as an outcome to the module.
Intended size: At least 5 skills and 5 competences.

Content: Please list skills and competencies for the module. We need at least one skill and one competency per course for each module. The skill/competency
has a short name (e.g., "computer literacy") and a short description. Please, furthermore, rate the skills/competencies on a scale of 1 to 10, with 10 being
"most important".

Skills/competencies and Learning Objectives are different, but it is needed to address in this section skills/competences that cover at least most of the LOs
of the core course of the module.

Background to consider: Skills and competencies are different from the learning outcomes but very often overlap considerably. You can find the definitions
we will use for skills/competencies here:

= Skill: https://ec.europa.eu/esco/portal/escopedia/Skill
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Skill

ESCO applies the same definition of "skill" as the European Qualifications Framework (EQF).

According to this "skill means the ability to apply knowledge and use know-how to complete
tasks and solve problems". They can be described as cognitive (involving the use of logical,
intuitive and creative thinking) or practical (involving manual dexterity and the use of methods,
materials, tools and instruments).

While sometimes used as synonyms, the terms skill and competence can be distinguished
according to their scope. The term skill refers typically to the use of methods or instruments in a
particular setting and in relation to defined tasks. The term competence is broader and refers
typically to the ability of a person - facing new situations and unforeseen challenges - to use and
apply knowledge and skills in an independent and self-directed way.

Example:

Working as a "civil airline pilot" requires the competence to combine knowledge on
"emergency procedures” and "equipment malfunctions” with skills on "reading position
coordinates” and "following the air route”. This application of knowledge and skills
takes place in a partly unpredictable setting where technical and organisational
problems occur on a daily basis and where solutions have to be immediately identified
and applied - either by the pilot alone or through team-working (e.g. involving the
cabin crew or the ground staff).

In ESCO, skills are part of the skills pillar.

Competence: https://ec.europa.eu/esco/portal/escopedia/Competence
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Competence

ESCO applies the same definition of "competence" as the European Qualification Framework
(EQF). According to this "competence means the proven ability to use knowledge, skills and
personal, social and/or methodological abilities, in work or study situations and in professional
and personal development.” They are described in terms of responsibility and autonomy.

While sometimes used as synonyms, the terms skill and competence can be distinguished
according to their scope. The term skill refers typically to the use of methods or instruments in a
particular setting and in relation to defined tasks. The term competence is broader and refers
typically to the ability of a person - facing new situations and unforeseen challenges - to use and
apply knowledge and skills in an independent and self-directed way.

Example:

Working as a "civil airline pilot" requires the competence to combine knowledge on
"emergency procedures"” and "equipment malfunctions"” with skills on "reading position
coordinates" and "following the air route”. This application of knowledge and skills
takes place in a partly unpredictable setting where technical and organisational
problems occur on a daily basis and where solutions have to be immediately identified
and applied - either by the pilot alone or through team-working (e.g. involving the
cabin crew or the ground staff).

In ESCO, competences are part of the skills pillar.
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Skills

i Skill name

Description

Relevance

Relevance
Rating [1-10]

Related Course and LOs

Short name like “Object oriented
programming”

A small paragraph describing the skill

Short statement on why is this relevant for a
CPS curriculum?

8 (=high)

Software Engineering [LO1,
LO3...], Machine Learning
[LO4]

17.08.2020

MS@CPS

Page 21 of 49




D2.3 Version 1.2 Confidentiality Level: PU

Competencies:

# Competence name Description Relevance Relevance Related Course and LOs
Rating [1-10]

Short name like “Structured Pro- | A small paragraph describing the competence |Short statement on why is this relevant fora | 8 (=high) Software Engineering [LO1,
gramming Thinking” CPS curriculum? LO3...], Machine Learning
[LO4]

1.

2.

3.

4,

5.

4.1.3 Summary Statement

Short summary if needed and collect recommendations on how to design and apply this module in a future MS@CPS style study program. E.g. Do we need
to work especially close with the industry? Should we integrate more practical classes or is it vitally important to lay some the theoretical foundations more
thoroughly because they are beneficial for other modules?
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4.2 Module Embedded systems [CU]

4.2.1 Module Description

An “embedded system” refers to an autonomous electronic and computer system dedicated to a
precise task, often in real time, having a limited size and having a limited energy consumption. The
natural evolution of this field with the current industrial revolution, called "Industry 4.0" gives birth
to the CPS "Cyber physic System" hence the following definition of CPS: A CPS is an autonomous
embedded system, equipped with sensors to perceive its sound. Environment, capable of acting on
physical processes by means of actuators. The CPS is cooperating and reactive systems, in permanent
interaction with their physical and virtual environment. Through CPS, embedded systems become
connected, autonomous, or even “intelligent”, which makes it possible to manage new sources of
value.

In summary, CPS as a module requires knowledge and skills in several underlying sub-fields included
in the field of Embedded Systems. In fact, to design an embedded system, it is generally necessary to
combine skills in electronics, industrial computing, and automation. Such systems are numerous in
sectors as varied as aeronautics, household appliances, medical equipment, mobile telephony, etc.

The major topics in our module:

= Real-time system: we speak of a real-time system when this system is capable of control-
ling (or piloting) a physical process at a speed adapted to the evolution of the controlled
process.
=  Actuators and Sensors constitute the operational part of a CPS:
o Actuators execute the orders received. They act on the system or its environment.
o Sensors react to the state of the system or its environment. They report a state of
the system.

Control system: a control system of an industrial process equipped with algorithms for the control
and supervision of a system.
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4.2.2 Skills and Competencies
Skills
# | Skill name Description Relevance Relevance Related Course and LOs
Rating [1-10]
1. | Communication Protocol Analyse the role of communication protocols in | CPS is in the core of interaction between enti- |8 SENSORS AND ACTUA-
knowledge causing different entities to communicate ties using communication protocols TORS[LO.2]
2. | Analog and Digital hardware design | Ability to design a project integrating analog CPS as an embedded system require the capac- |8 Embedded Platforms (Hard-
and/or digital hardware ity of designing analog and hardware parts ware & Software) [LO.4], SEN-
SORS AND ACTUATORS[LO.2],
3. | Control system Comprehension understanding of how Control Systems work strong ability to analyse and understand a CPS |7 Control systems [LO.2]
(Process Management, Memory management) |system
4. | Control algorithm understanding Ability to develop and apply control algorithms | Student should be able to develop and apply al- | 8 Control systems [LO.1], Real
in industrial systems (Matlab, Simulink) gorithms in systems Time Systems [LO.1, LO.2,
LO.4]
5. |Industrial system modelling Knowledge of modelling and simulation of com- | Students should be able to model and simulate |8 Control systems [LO.5]
plex systems, power electronics, electrome- functional parts that could form a CPS,
chanical actuation systems, knowledge of mo-
tor control applications problems
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Competencies:
# Competence name Description Relevance Relevance Related Course and LOs
Rating [1-10]

1. |Technical expertise Expertise in the field of electronics, automatics | Students should have a technical background 7 Control systems [LO.1, LO.2,

dealing with electronics and automatics. L0.3]

2. | Technical analysis Able to read and interpret simulation through | CPS study requires a huge capacity in analysing |7 Real Time Systems [LO.3, LO.4,
analysing results and outputs and interpreting simulations LO.5]

3. | Collaborative work Ability to work in teams in order to coordinate | CPS system involves different parts interacting |6 Embedded Platforms (Hard-
work and tasks that’s why it is essential to ensure collaboration ware & Software [LO.2,...,

with different CPS-level parts professionals L0.4]

4. | Learning capacity Having the capacity to learn new protocols, CPS is in continuous evolution; CPS professional | 8 SENSORS AND ACTUATORS
new systems ... should be up to date by learning about [LO.3, LO.4], Real Time Sys-

tems [LO.2, LO.4, LO.5]

5. | Autonomous Ability to work independently in some cases CPS are complex system that can undergo sud- |7 Control systems [LO.1, LO.2,
and to react rapidly facing a system failure for | den a malfunction seeing that they are complex LO.3], Real Time Systems
example and large, CPS pro should react rapidly and au- [LO.1]

tonomous in taking decision

4.2.3 Summary Statement

None.
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4.3 Module Advanced communication networks [PTC]

4.3.1 Module Description

Cyber physical systems (CPSs) are orchestrations of computers, machines, and people working to-
gether to achieve goals using computation, communications, and control (CCC) technologies. CPSs
consist of embedded computers and complex software applications networked together through
wired and wireless links. These will be a part of all products and services and will allow the connection
of large amounts of systems in their environment, either physical or at the cyber-space level, in real
time.

Communication is an important issue in CPS systems, and it is therefore represented by a set of
courses that fall under the advanced communication networks module which covers different aspects
of communication topics. It is concerned with courses that focus on the communication principles,
concepts and applications in CPSs. It includes Internet of things, Distributed systems, Cloud compu-
ting, Low power networks, Network optimization, Industrial communication protocol, Mobile com-
munication networks, and Wireless communication networks. All titles of courses that falls within
this module are active research topics. In fact, 10T is a trending research topic.

This module contains a set of overlapping courses. Internet of Things is about connecting "Things"
(Objects and Machines) to the internet and eventually to each other; while CPSs are integration of
computation, networking, and physical process.

On the other hand, a typical distributed embedded system such as a commercial building's lighting
or heating system or an enterprise control system is never on the public Internet for obvious IT secu-
rity reasons. Distributed systems and loT might look similar; however, they differ in how open the
network is. If a system is a closed network that operates in an isolated environment, it is a distributed
embedded system.

WSN are networks of embedded devices, such as sensors, that have limited power, memory, and
processing capability. These low-cost devices are often battery operated and can only handle limited
amounts of data. Applications of WSN include the Internet of Things (loT), Machine to Machine
(M2M) communications, and Smart City. This course is related to the communication module through
focusing on wireless protocols and internet connectivity.

Network Optimization course presents a modern theory of optimization for dynamic networks. It
focuses on computer and wireless networks, including networks with time varying channels, mobility,
and randomly arriving traffic. This course is related to the communication module through focusing
on optimizing networks which is essential communication structure.

Industrial Communication Protocols course focuses on industrial automation networks. In this course
major differences between industrial networks and traditional computer networks are considered in
detail. This course is related to the communication module through focusing on applying communi-
cation protocols and techniques in industrial applications.

Mobile communications course presents the evolution of the mobile generation technology and in-
troduces the multiple access techniques. The cellular concept is also discussed in detail featuring
frequency reuse, channel allocation strategies, interference management, handoff strategies, power
control, traffic intensity, and cellular capacity improvement techniques. This course is an essential
communication module because mobile communications is a major economic sector in any country.

Wireless Communication Networks course describes the technology and standards with an emphasis
on satellite communication networks, cellular wireless networks, cordless systems and Wireless Local
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Loop, Mobile IP and Wireless Access Protocol, Wireless Local Area Networks Technology (WLANs),
Wi-Fi and IEEE Wireless LAN Standards, Bluetooth and IEEE Standards, Personal Area Networks
(PANs) and Ad hoc networks.
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4.3.2 Skills and Competencies

Skills
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i Skill name

Description

Relevance

Relevance
Rating [1-10]

Related Course and LOs

1. | Apply theory in practical systems

Demonstrate the ability of applying theory in
practical CPS systems

The CPS is an applied engineering topic that has
many theories behind it and the student should
be able to connect theories with practical con-
cepts.

9

Internet of Things

[LO 5]

Distributed Systems [LO 5]
Low Power Networks [LO 5]
Network Optimization [LO 4]
Industrial Communication Pro-
tocols [LO 3]

Mobile Communication Net-
works [LO 4]

Wireless Communication Net-
works [LO 4]

2. | Understand the main principles of
wireless and mobile communica-
tion systems

Demonstrate an understanding of wireless and
mobile communication systems in the field of
CPS

Basic understanding of wireless and mobile
communications systems in CPSs is essential for
developing innovative CPS systems.

Internet of Things

[LO 7]

Low Power Networks

(Lo 1]

Mobile Communication Net-
works [LO 1-6]

Wireless Communication Net-
works [LO 2] [LO 5] [LO 6]

3. | Understanding of sensor concepts
in CPSs

Demonstrate an understanding of sensors role
in the field of CPS.

Basic understanding of sensors in CPSs is essen-
tial for developing innovative CPS systems.

Internet of Things

[LO 3]

Low Power Networks

[LO 1]

Industrial Communication Pro-
tocols

[LO 7]

4. | Understanding of the loT applica-
tions and routing protocols in CPSs

Demonstrate an understanding of the loT appli-
cations and routing protocols in the field of
CPS.

Basic understanding of loT, routing protocols
and their applications in CPSs is essential for
developing innovative CPS systems.

Internet of Things

[LO 1] [LO 3] [LO 4] [LO 5]

Low Power Networks

[LO 4]

Industrial Communication Pro-
tocols [LO 2]

5. | Research Skills

Demonstrate an understanding of recent re-
search issues in the field of CPS.

It is necessary that students acquire skills in or-
der to conduct research during their studies

Low power networks

[LO 7] [LO 6]

Mobile and Ubiquitous Com-
puting [LO 1, LO2]
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Competencies:
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# Competence name

Description

Relevance

Relevance
Rating [1-10]

Related Course and LOs

1. |Critical Thinking

Competency in critical thinking addresses a stu-
dent's ability to analyze information and ideas
from multiple perspectives and articulate an ar-
gument or an opinion or a conclusion based on
their analysis.

CPS systems require the ability to analyse and
make a conclusion about the system

7

Industrial Communication Pro-
tocols [LO 2]

Mobile Communication Net-
works [LO 5] [LO 6]

sues/objects/works through the collection and
analysis of evidence that results in informed
conclusion/judgments. Analysis is the process

into parts gives better understanding of their
work.

2. | Problem Solving Competency in problem solving represents a CPS systems require this competency eitherin |9 Internet of Things [LO 4]
student's ability to design, evaluate, and imple- | developing new systems or troubleshooting Distributed Systems [LO 7]
ment a strategy to answer a question or failed systems. Low power networks [LO 3]
achieve a goal. Network Optimization

[LO 1] [LO 4] [LO 6]

Mobile Communication Net-
works [LO 4]

Wireless Communication Net-
works [LO 1]

3. |Information Literacy Information literacy refers to the set of skills CPS experts should be able to identify, evaluate Distributed Systems [LO 5]
needed to find, retrieve, analyse, and use infor- | complex systems Low power networks [LO 6]
mation. Competency in information literacy Mobile Communication Net-
represents a student's ability to know when works [LO 3] [LO 4]
there is a need for information, to be able to
identify, locate, evaluate, and effectively and
responsibly use that information for the task or
problem at hand.

4. | Quantitative Literacy Competency in quantitative literacy represents |In CPS systems math play an importantrolein |7 Mobile Communication Net-
a student's ability to use quantifiable infor- making conclusions about their performance. works [LO 5]
mation and mathematical analysis to make
connections and draw conclusions. Students
with strong quantitative literacy skills under-
stand and can create sophisticated arguments
supported by quantitative evidence and can
clearly communicate those arguments in a vari-
ety of formats (using words, tables, graphs,
mathematical equations, etc.).

5. |Inquiry & Analysis Inquiry is a systematic process of exploring is- | CPSs are complex systems and breaking them |7 Mobile Communication Net-

works [LO 5]
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of breaking complex topics or issues into parts
to gain a better understanding of them.

4.3.3 Summary Statement

Module courses should be updated regularly because some courses are technology dependent and nowadays technology is changing rapidly. These rapid
changes necessitate that few courses should be closely related to industry because in CPS filed the industry drives the development of technology. The study
plan and courses contents should be updated regularly to keep pace with the trending topics in the field of CPS. Meanwhile, industry shapes the trending
topics in the CPS based on society needs. A good example can be the growth of mobile communication networks. With more involvement of society in
internet applications, there becomes a need for higher speed communications to serve mobile internet applications. We recommend to keep the balance in
all modules between including the theoretical foundations of communications principles and the practical part. The theoretical foundations give the student
the ability to understand the new developments in the communications field. One the other hand, the practical part links the needed skills and competencies
for the industry with what the student have learnt theoretically.
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4.4 Module Entrepreneurship [GJU/KTH]

4.4.1 Module Description

The project introduces a new master program in IT files with focus on Cyber-Physical Systems (CPSs).
Entrepreneurship for engineers is an integrating course on the basics of entrepreneurship and inno-
vation management. The course focuses on specialised understanding of aspects as idea generation,
technology-based entrepreneurship, marketing and markets, organisation and project management,
new product and process development, entrepreneurship, finance, and human resource develop-
ment.

The participants will become acquainted with the tools and practices of the entrepreneur and will
learn how to develop as well as critically analyse and assess business ideas, business models and
business plans.

The course is aimed towards those students that one day will start their own businesses, as well as
towards those students that one day will work together with an entrepreneur, perhaps even be re-
sponsible for deciding whether or not to finance an entrepreneur’s business idea. The importance of
being able to evaluate the proposals of entrepreneurs is therefore an extensive part of the course.
The course also addresses critical enterprise planning and building skills, backed by both theory and
practice.

We challenge students to identify problems or needs, generate innovative ideas, evaluate, and im-
prove them, and begin laying the groundwork for compelling business plans and the launch of dy-
namic enterprises.

The course is carried out through lectures, digital e-learning modules, idea-screening, group projects
and a final individual work.

The major topics in this module can include:

e Anunderstanding of the nature of innovation and entrepreneurship and the potential inher-
ent in these, including theories of how they function, how they can be managed and how to
find novel ways to realise projects in the economy.

e The necessary skills to start and manage projects of an innovative nature, including skills in
business model innovation and executing new projects and start-ups. This also includes crit-
ical skills for the effective leader in a contemporary economy, such as creativity, communi-
cation, and presentation.

o A set of critical skills needed to properly analyse and assess innovative projects, as well as
the theoretical basis upon which the participants can build their further development as in-
novation leaders.
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4.4.2 Skills and Competencies
Skills
# | Skill name Description Relevance Relevance Related Course and LOs

Rating [1-10]

1. |Project Management

Ability to (lead/be a member) of the work to
achieve the planed objectives and goals follow-
ing the specified criteria and time plan.

The graduate of the CPS program requires to
work in projects environment as a leader or
team member

8

Entrepreneurship [All LO]

tures and start-ups.

velop systems under different constraints and
for different environments

ponent of CPS graduates and start-up business

2. . o Ability to work in team environment, where The graduate of the CPS program requires such |8 Entrepreneurship [All LO]
Leadership and communication you can ask, listen, communicate and receiving | knowledge to achieve the work task and team
and Implementing Feedback. engagement.
3. |Research Skills Demonstrate an understanding of recent re- It is necessary that students acquire skills in or- |8 Entrepreneurship [All LO]
search issues in the field of CPS. der to conduct research during their studies
4. |Tools to lead new business ven- The ability to use modern technologies to de- New Technology and skills is an essential com- |8 Entrepreneurship [All LO]
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Competencies:
# Competence name Description Relevance Relevance Related Course and LOs

Rating [1-10]

1. | Evaluation Techniques

To identify problems or need for new design
and evaluation methods

CPS student should be able to perform evalua-
tion of complex systems and needs

8

Entrepreneurship

nancing options for entrepreneurs.

search in entrepreneurship and innovation.

2. | Knowledge Integration The ability to integrate knowledge, and to ana- | Ability of the CPS student to generate innova- |8 Entrepreneurship
lyse, assess and manage information based on | tive ideas, evaluate and improve them, and
the task and project needs begin laying the groundwork for compelling
business plans and the launch of dynamic en-
terprises.
3. | Professional Competencies Implement the new competence such as busi- | Professional competencies are needed in the 8 Entrepreneurship
ness model innovation and executing new pro- | design and implementation of CPS knowledge
jects and start-ups in project or industry. to start up business or join the industry as team
member or leader.
4. | Business and financial competence | Ability to describe and compare different fi- compile, present and analyse empirical re- 8 Entrepreneurship

4.4.3 Summary Statement

None.
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4.5 Module Safety and Security [TTU]

4.5.1 Module Description

Cyber-physical systems (CPSs) have proliferated into several domains and applications to enable pro-
cess optimization. CPSs are resulting from a seamless integration between networked digital systems
and analog physical processes. This combination creates unique characteristics that change how se-
curity and safety practices are applied. Security and safety in Cyber-Physical Systems are one of the
most critical issues facing the research and development community.

Security and safety have a profound influence on the effectiveness of the applicability of CPSs in nu-
merous critical applications in a wide spectrum of fields, such as automotive, chemical processes,
healthcare, civil infrastructure, consumer appliances, energy, entertainment, manufacturing, trans-
portation, and so forth. In the years ahead, Secure CPSs will drive innovation and competition across
the aforementioned industry sectors.

Therefore, we should take into account the cyber and physical security and safety aspects together
to protect CPSs because the cross-over effects can introduce unexpected vulnerabilities. Due to these
vulnerabilities, Due to these vulnerabilities, the CPSs are being targeted by many cyber and physical
attacks which can cause sever security and safety threats, which may result in system failure or pri-
vacy infringement. For example, Physical attacks may destruct or compromise sensitive information
being processed by the devices (such as sensors and actuators), while cyber-attacks may cause phys-
ical malfunctions resulting in real-world consequences.

The effective security and safety solutions in CPSs can lead to prevent any unexpected harm on sys-
tems and users. Therefore, security and safety are key concerns for CPS design, development, and
operation. In this module, we focus on how CPS security and safety differ from that of pure cyber or
physical systems and what may be achieved to protect these systems. According to the existing re-
search studies, the research relating to the security and safety of CPSs has become one of the hot
research topics that recently drawn the attention of academia, industry, and governments because
of its wide impact on society, economy, and the environment in case of systems failures. Therefore,
the recent scientific research and education, such as the security and safety module, focuses on
providing students with essential skills and competencies of emerging CPS to develop more secure,
privacy-enhanced tools and technologies in the future.
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# | Skill name Description Relevance Relevance Related Course and LOs
Rating [1-10]
1. |Emerging new security prac- | The ability to emerge new security technologies, ap- | To keep the CPSs protected, we have to 9 Security and Privacy [LO2,
tices and solutions ply effective solutions, and follow the best practices | emerge always new security practices and solu- LO3, LO7]
and standards to protect the CPS infrastructure (net- |tions Dependability (Safety, Reliabil-
work, hardware, and software) and its massive data ity, Availability) [LO2, LO4]
from possible attacks.
2. | Communication skills The ability to communicate effectively in both writ- | CPS protection requires professionals with high |8 Security and Privacy [LO1,
ten and verbal ways and explain the security and verbal and writing reporting skills to facilitate LO3, LO10]
safety issues, concerns, and technical solutions to in- | the communications with others. Dependability (Safety, Reliabil-
dividuals in other departments with different tech- ity, Availability) [LO2, LO4]
nical levels. Also, the security and safety specialist
should be able negotiate the security policy and
strategy with non-technical individuals.
3. | Technical qualifications The ability to perform effectively the daily activities | The CPSs protection need qualified profession- |8 Security and Privacy [LOS5,
such as troubleshooting, maintaining, and updating | als in security and safety field LO6, LO9]
information security systems; implementing continu- Dependability (Safety, Reliabil-
ous network monitoring; and providing real-time se- ity, Availability) [LO1, LO5]
curity solutions.
4. | Awareness of security and The ability to work in comfortable way on a variety of | Several operating systems are working to- 8 Security and Privacy [LOS5,
safety across various compu- | operating systems, computer systems, mobile de- gether in CPS. So, it is necessary for security LO6]
ting platforms vices, cloud networks, embedded systems, and wire- | specialists to have a solid knowledge in OS plat- Dependability (Safety, Reliabil-
less networks - and keep up to date on advances in forms. ity, Availability) [LO1, LO4]
the security and safety domain for all of them
5. | Research skills The ability to conduct research studies, evaluations, | New security and safety issues in CPS are 8 Security and Privacy [LO4,
and construct real case studies in the security and arisen. This is required to be studied by individ- LO8],
safety field in order to find solutions of security and | uals with good research skills. Dependability (Safety, Reliabil-
safety issues. ity, Availability) [LO3, LOS,
LO6]
6. |Application security develop- | Ability to improve the security of any application by | Cyber physical systems as any system needto |7 Security and Privacy [LO4]
ment finding, fixing, and preventing its vulnerabilities. In be validated and tested during the develop- Dependability (Safety, Reliabil-
addition, the security specialist have programming ment process to avoid any system failures later. ity, Availability) [LO1, LO4,
and development skills to test and validate the re- LO5]
quired application during the software development
lifecycle (secSDLC) so that vulnerabilities are ad-
dressed before an application is deployed
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Competencies:
# Competence name Description Relevance Relevance Related Course and LOs
Rating [1-10]

1. |Collaborative practice Security and safety of CPS is a shared responsi- | To protect CPSs, it is necessary for security spe- | 8 Security and Privacy [LO3,LO5]
bility across all individuals, in different levels, cialists to collaborate with others Dependability (Safety, Reliabil-
who are working in the CPS. Therefore, the se- ity, Availability) [LO4]
curity and safety specialists are collaborative
and work with others in CPSs to setup a culture
of security and safety. They make sure security
policies are followed in correct way.

2. | Analytical analysis and problem Analytical analysis and problem-solving play a | CPSs are large scale systems, which introduce |9 Security and Privacy [LO4,LO6,

solving significant role in the daily operations for secu- |security, privacy, and safety problems that LO8]
rity and safety specialists. Those in the field need decision makers with high problem-solv- Dependability (Safety, Reliabil-
need to find creative ways to take on and ad- ing skills. ity, Availability) [LO3, LO6]
dress complex information security and safety
challenges across a variety of existing and
emerging technologies and digital environ-
ments.

3. | Security and safety management The ability to manage the security team, man- | It is necessary to manage security and safety 8 Security and Privacy [LO9,
age security and safety technologies and solu- | process in heterogeneous platforms such as LO10]
tions, and manage the risk process. In addition, | CPSs Dependability (Safety, Reliabil-
security and safety specialists are able to per- ity, Availability) [LO6]
form all the associated duties in ethical and le-
gal manner.

4. | Security and safety assessment To be able to assess the existing and new secu- | It is necessary to conduct continuous assess- 9 Security and Privacy [LO4,

techniques rity and safety techniques and solutions ment of security and safety aspects in CPS field LO8, LO9]
through following different types of security Dependability (Safety, Reliabi-
and safety evaluations and the required com- lity, Availability) [LO3, LO6]
ponents of a security and safety assessment
process

5. | Ethical, social, and legal awareness | Ability to take into accounts the legal and ethi- | The CPSs must be developed that take into con- |8 Security and Privacy [LO5]
cal aspects, standards, and principles when de- |sideration the privacy protection, intellectual Dependability (Safety, Reliabil-
veloping CPSs and its impact on society. Where | property, and reference standards. ity, Availability) [LO5]
the CPS failures may lead to disastrous conse-
quences for society.

17.08.2020 MS@CPS Page 40 of 49




D2.3 Version 1.2 Confidentiality Level: PU

4.5.3 Summary Statement

This course will be more beneficial for student if the course topics are integrated with industry. We plan to search some agencies and companies, which
their expertise and work in security and privacy fields. It is recommended for students to have technical training in this domain from well-known academic
centres. Furthermore, this course will be interesting if the practical and theoretical classes offered during the semester. There are many tools and software
can be involved in this course to provide students with a good practical knowledge and skills. Moreover, it recommended inviting an expert in the security
and privacy domain to share his expertise with students. Security and privacy issues are hot topics in the most other topics covered by other courses.
Therefore, if the student has a solid background in security and privacy, he will be able to perform some research in e.g., loT, Embedded systems, Networks,
software engineering, and dependable systems with focusing on security and privacy issues in these fields. The suggested practical and theoretical topics in
this course can be a seed to deliver a new master program in the security and privacy of CPS field.
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4.6 Module Al and advanced computing [USF]

4.6.1 Module Description

Artificial intelligence has become critical technologies in information security, as they are able to
quickly analyse automatically millions of events and identify many different types of threats like mal-
ware classification or the identifying of intrusion detection.

In fact, there is a big range of interdisciplinary intersections between cyber security and artificial in-
telligence fields. Artificial intelligence (Al) can be used into cyber security to construct smart models
for implementing malware classification and intrusion detection and threating intelligence sensing.
Also, Al models will face various cyber threats, which will disturb their sample, learning, and deci-
sions. Thus, Al models need specific cyber security defence and protection technologies to combat
adversarial machine learning, preserve privacy in machine learning, secure federated learning, etc.
In this context, there are several research efforts in terms of combating cyber-attacks using Al, based
on traditional machine learning methods or deep learning solutions.

As application of Machine learning, we specify the anomaly detection methods, which are already
effective defence mechanisms against known network intrusion attacks, have also proven them-
selves to be more successful on the detection of zero-day attacks compared to other types of detec-
tion methods. Therefore, research on network anomaly detection using deep learning is getting more
attention constantly.

For example, in the field of Computer Vision, it has become the workhorse for applications ranging
from self-driving cars to surveillance and security. Recent studies show that they are vulnerable to
adversarial attacks in the form of subtle perturbations to inputs that lead a model to predict incorrect
outputs. For images, such perturbations are often too small to be perceptible, yet they completely
fool the deep learning models. Adversarial attacks pose a serious threat to the success of deep learn-
ing in practice. Research shows that that designs adversarial attacks, analyse the existence of such
attacks and propose defences against them.

Also, from a software view, a range of common components are gradually being integrated into the
infrastructures that support safety-critical systems. The increasing use of these software components
creates concerns that bugs might affect multiple systems across many different safety-related indus-
tries. It also raises significant security concerns. Malware has been detected in power distribution,
healthcare, military, and transportation infrastructures. Most previous attacks do not seem to have
deliberately targeted critical applications. However, there is no room for complacency in the face of
increasing vulnerability to cyber-attacks on safety related systems.
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4.6.2 Skills and Competencies
Skills
# Skill name Description Relevance Relevance Related Course and LOs
Rating [1-10]
Short name like “Object oriented | A small paragraph describing the skill Short statement on why is this relevant fora | 8 (=high) Software Engineering [LO1,
programming” CPS curriculum? LO3...], Machine Learning
[LO4]
1.
2.
3.
4.
5.
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Competencies:

# Competence name Description Relevance Relevance Related Course and LOs
Rating [1-10]

Short name like “Structured Pro- | A small paragraph describing the competence |Short statement on why is this relevant fora | 8 (=high) Software Engineering [LO1,
gramming Thinking” CPS curriculum? LO3...], Machine Learning
[LO4]

1.

2.

3.

4,

5.

4.6.3 Summary Statement

Short summary if needed and collect recommendations on how to design and apply this module in a future MS@CPS style study program. E.g. Do we need
to work especially close with the industry? Should we integrate more practical classes or is it vitally important to lay some the theoretical foundations more
thoroughly because they are beneficial for other modules?
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4.7 Module Human/Machine Systems [AQU]

4.7.1 Module Description

Cyber-Physical Systems (CPSs) plays a major role in the design and development of current and future
engineering systems. Major aspects of cyber-physical systems design require professionals in the ar-
eas of integrative systems design, Human-Computer Interaction (HCI), Distributed control systems,
Mobile and Ubiquitous Computing Information Assurance and Security (IAS), Reliability, Networking,
Web Interactions, and much more. Most of these skills are part of the pillars and central themes of
IT education, while the main CPS research areas (generic architecture, design principles, modelling,
dependability, and implementation)

Human/Machine System module is concerned with designing interactions between human activities
and the computational systems that support them, with constructing interfaces to afford those in-
teractions, and with the study of major phenomena surrounding them. Interaction between users
and computational artifacts occurs at an interface which includes both software and hardware. Thus,
interface design impacts the software life cycle in that it should occur early; the design and imple-
mentation of core functionality can influence the user interface for better or worse. HCl draws on a
variety of disciplinary traditions, including psychology, ergonomics, computer science, graphic and
product design, anthropology, and engineering.

Emphasis will be on the practical understanding, application and evaluation of HCI concepts and
methods.

On the other hand, CPS, such as large manufacturing facilities, are human-centric. Human-machine
systems-oriented issues arise at different levels: System, Computing and Interaction. These systems
interact with a considerable number of distributed computing elements for monitoring, control and
management which can exchange information between them and notably with humans. Such com-
plex systems are of crucial importance in industry and though play major role in the country econ-
omy.

Major topics in this module can include:

e Cyber Transportation and Human Interaction in Connected and Autonomous Vehicles
e Human-centric Internet of Things: Interaction between Humans and Smart Objects

e Smart Communities living in Smart Cyber-physical Worlds.

e Human Manipulation of Motorized Cyber-Physical Systems

e Co-existence and cooperation of Humans and Robots in Smart Environments
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4.7.2 Skills and Competencies
Skills
# | Skill name Description Relevance Relevance Related Course and LOs
Rating [1-10]
Short name like “Object oriented A small paragraph describing the skill Short statement on why is this relevant for a 8 (=high) Software Engineering [LO1,
programming” CPS curriculum? LO3...], Machine Learning
[LOA4]
1. |Information Synthesizes Ability to synthesize information from a variety | The design of CPS requires the interface of 8 Human Computer interaction
of sources and present conclusions clearly, complex systems and this requires the ability to [LO1, LO4, LO7,L09]
both in written form and using easy-to-under- | synthesizes information.
stand visuals (graphs, charts, diagrams, flow
charts, wireframes
2. | Technology Awareness Ability to keep up with new advances in tech- | CPS design requires knowledge of new kind of |8 Human Computer interaction
nology in different domains such a manufactur- | devices that are always developing and up- [LO3, LO6]
ing, software engineering, intelligent systems, |dated.
...) as well as a great understanding of the capa-
bilities of different kinds of computing devices
such as desktop, tablet, smartphone, smart
watch, touch screens, wearable devices, etc.
3. | Control logic and Control processes | The ability to understand how process control, |Itisimportantinin modern-day DCS is the inte- | 7 Distributed Control Systems
Understanding information flow, and decision-making in dis- gration with ERP and IT systems through ex- [LO4, LO5]
tributed systems change of various pieces of information
4. | Mobile and ubiquitous Systems De- | The ability to use modern technologies to de- Mobile and Ubiquitous computing systems is 8 Mobile and Ubiquitous Com-
velopment velop in mobile and ubiquitous systems under |an essential component of CPS. puting [LO 7]
different constraints and for different environ-
ments
5. | Research Skills Demonstrate an understanding of recent re- It is necessary that students acquire skillsin or- |8 Human Computer interaction

search issues in the field of CPS.

der to conduct research during their studies

[LO 2, LO8]

Distributed Control Systems
[LO 6]

Mobile and Ubiquitous Com-
puting [LO 1, LO2]
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Competencies:
# Competence name Description Relevance Relevance Related Course and LOs
Rating [1-10]
Short name like “Structured Pro- A small paragraph describing the competence | Short statement on why is this relevant for a 8 (=high) Software Engineering [LO1,
gramming Thinking” CPS curriculum? LO3...], Machine Learning
[LO4]

1. |Evaluation Techniques To master new design and evaluation methods | CPS designers should be able to perform evalu- |8 Human Computer interaction
and new technical competencies. ation of complex systems [LOS8]

2. |Knowledge Integration The ability to integrate knowledge and to ana- | CPS involves the design of complex systems 8 Human Computer interaction
lyse, assess and manage complex phenomena, |that are from different domains, so it is neces- [LO4, LO6]
questions and situations under conditions of sary to be able to integrate such system under
limited information different circumstances

3. | Professional Competencies To develop technical personnel skills and com- | Professional competencies are needed in the 7 Distributed Control Systems
petences for Plant / Process Engineers, Control |design and implementation pf CPS [LO2, LO4, LO5]
Room Operations, maintenance, and System
Administration

4. | Collaborative Working To be able to communicate multidisciplinary CPS involves working in teams of multidiscipli- |8 Mobile and Ubiquitous Com-
and collaborate in diverse and multidisciplinary | nary professional and requires communication puting [LO 1, LO2, LO3]
teams and be able to work with professional competencies
colleagues and users of information technologi-
cal systems to represent and present the con-
tent and problems using modern presentation
technologies and the writing of scientific re-
ports and statements.

5. | Ethics and Legal Awareness To be able to recognize and consider the legal- | It is important that CPS confirms to ethical and |7 Mobile and Ubiquitous Com-

ity and the underlying principles of systems to
be designed as well as the understanding of
how the consequences of the implementation
of such system might impact society.

legal frameworks

puting [LO2, LO7]

4.7.3 Summary Statement

Human/Machine System module is concerned with designing interactions between human activities and the computational systems that support them. HCI
draws on a variety of disciplinary traditions, including psychology, ergonomics, computer science, graphic and product design, anthropology and engineering.

Major topics in this module can include: Cyber Transportation, Internet of Things; Smart Communities, Human Manipulation of Motorized Cyber-Physical
Systems, and Co-existence and cooperation of Humans and Robots in Smart Environments.
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This module should be designed and implemented with more emphasis on case studies and workshops that involves the collaboration with industry. It is
recommended to use real industrial case studies drawn from actual existing and future systems.
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