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ZOOM MEETINGS

On Tuesday, 17.3.2020, the MS@CPS
consortium held an online meeting
instead of the scheduled face to face
meeting because of imposed travel
restrictions to limit Coronavirus
(Covid-19) spread. The meeting
discussed  status, progress and
planned activities in the project work
packages. The meeting agenda lasted
all full day and included presentations
from the leaders of project Work
Packages. All measures will be taken
by the consortium partner universities
to ensure a successful implementation
of its tasks.

On the 7t of September 2020, a Virtual
Advisory Meeting to the MS@CPS
project, was carried out via the Zoom
meeting by the NEO team headed by
Dr. Nedal Jayousi, the Director of the
National Erasmus+ Office - Palestine.
The meeting has been held with the
participation  of all  universities
partners of the project, and the
purpose of the Advisory Field
Monitoring meeting is to learn about
the activities realized and products
developed so far, as well as to see if
the project has met any problems in
working and/or financial

implementation that can be discussed
and solved. Dr. Ezzeldeen Edwan from
Palestine Technical College-Deir El-
Balah together with NEO Director / Dr.
Nedal Jayousi opened the meeting
and welcomed the participants and
then presented a brief summary of the
overall implementation of the project
activities. Dr. Rashid Jayousi from Al-
Quds university presented overall
progress in the preparation work
package. The team also discussed with
NEO the issue of accreditation for the
Master program as the main delivery
of the project and reviewed with all
partners the level of the project
implementation, the status of work
plans, and the major challenges of the
project. The meeting ended with
suggestions and recommendations
posed by Dr. Jayousi to the project
team to go ahead in this program.

Training on Teaching

Methodologies and

Documentation
(Deliverable D2.9)

A virtual training program of the
MS@CPS project was concluded after
two days, 14th and 15 of September
2020, of holding it. The training is
organized by the University of
Hertfordshire and was given via
Microsoft Teams meeting and it was
held with the participation of all
partners of the project. The purpose of
the training is to enhance capacities of
partner universities in Cyber-Physical
Systems education. Dr. Raimund
Kirner and Dr. Martina Doolan from
the university of Hertfordshire
moderated the training.

On the first day, Dr. Martina and Dr.
Mick  Walters presented about
"Blended Learning Teaching
Methodologies Through Using
Technology to Enhance Collaborative

Learning" and "Lecture on Robotics"
respectively. On the second day, Dr.
Mike Pickup and Dr. Raimund Kirner
presented about "Contemporary
Issues Professional Ethical and Legal”
and "Decision Making & Planning for
Cyber-Physical Systems" respectively.
The training closed with answering of
questions the attendees by Dr. Martina
Doolan and Dr. Raimund Kirner.

- 02»00%BOSOEM
Bt Fi3igEG:

A virtual training program of the
MS@CPS project was concluded after
three days, 39 4%, and 5" of
November 2020, of holding it. The
training was organized by the KTH
Royal Institute of Technology,
Stockholm, Sweden, and it was given
via Zoom meeting. It was held with the
participation of all partners of the
project. The purpose of the training is
to enhance the capacities of partner
universities in Cyber-Physical Systems
education with focus on
entrepreneurship, industry-university
collaboration, thesis evaluation and
sustainability. Dr. Mohammad Saleh
from the KTH moderated the training.
On the first day, Dr. Cali Nuur and Dr.
Victor Kordas presented presentations
entitled "Industrial change including
entrepreneurship " and "Infrastructure
for support of research activities at
KTH " respectively. On the second day,
Dr. Henrik Hansson, Dr. Bjorn
Berggren, and Dr. Victor Kordas
presented  presentations  entitled
"Quality assurance Thesis
Management System"”, "New Venture
Creation" and "Innovative Approaches
to University- Industry Collaboration "
respectively. On the third day, Dr.
Urban Westergren, Dr. Cali Nuur, and
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Dr. Donnie Sc Lygonis presented
presentations entitled "Thesis and
Evaluation process "The
transformation towards sustainability”
and "Innovation Strategist & Business

Coach" respectively.

WORKSHOPS

The team of MS@CPS at the higher
Institute of Computer Science and
Multimedia (ISIMS), University of Sfax
held an internal workshop on the 4th
of January 2020. The team discussed
finalizing the accreditation application
so the master program can be
launched within the year 2020 as
planned. It should be noted that the
MS@CPS team at Sfax university is
headed by Prof. Faiez Gargouri, the
director of the higher Institute of
Computer Science and Multimedia.

EVENTS

On thel7" of January 2020, the
national Erasmus+ office of Tunisia
represented by its coordinator Prof.
Adel Alimi accompanied with the
coordinator deputy Dr. Nesrine
Baklouti  conducted  the  first
monitoring visit to the University of
Sfax (USF) to evaluate the progress of
the MS@CPS project. Prof. Faiez
Gargouri the local coordinator of the

MS@CPS project at USF and the
project's team presented the project
status in  preparation activities,
curricula development and quality
plan. Representatives from Carthage
University were present as well. The
discussions were very fruitful and Prof.
Alimi praised the progress conducted
so far. Representatives of the project
leader, University of Siegen in
Germany, presented the management
status of the project. Other consortium
partners participated in this meeting
as well via video conference and
presented their work progress. The
dissemination activities and
sustainability plan were presented by
the representative of Palestine
Technical College - Deir El-Balah,
Palestine.

The team of MS@CPS at Palestine
Technical College — Deir El-Balah (PTC)
held a briefing day to present the
cyber-physical systems (CPS) in an
event that took place at the main
meetings hall on the 27% of February
2020. The event is devoted for
informing fifth year students at
computer systems engineering
department at PTC about the
applications of CPS in different fields.
At the end of the event the panel was
opened for questions from the
audience about the intended master
program.

On Wednesda,
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26.08.2020, the
MS@CPS project partners held an
online open info day about the master
program. The event was moderated by
Palestine Technical College - Deir El-
Balah with the presence of all partners.
Dr. Ezzaldeen Edwan welcomed all
keynote speakers and attendees. The
NEO Director, Dr. Nedal Jayousi, the
guest speaker, launched the event and
explained that the NEO office supports
the Palestinian partners of CBHE
projects in Palestine and he praised
the excellent share they won this year.
Dr. Jayousi encouraged the project’s
partners to sustain their work on the
project during COVID-19 pandemic, as
well as to work on getting
accreditation as it lies within the
priorities of the Palestinian Higher
Education  Strategic  Plan.  He
encouraged the consortium to
proceed with equipment purchase.
The event included three consecutive
sessions: the first session is "CPS in
Academia” and it started with a talk
given by Prof. Dr. Roman Obermaisser
about Dependable Embedded Real-
Time Systems based on Time-
Triggered  Control. The second
keynote speaker Prof. Raimund Kirner
talked about Using SIL Arithmetic to
Design Safe and Secure Cyber-
physical Systems. The second session
“CPS in Industry”, started by Dr. lyad
AbuHadrous about turning an loT idea
into a proof of concept. Dr. Marwan
Radi talked about the Industrial
application of robotics and
automation. In the last session, all
consortium partners presented details
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about the master's program at partner
universities including a timeline of
admission, admission criteria, features
for study, teaching staff, study plan,
and available scholarship and student
support chances. During the event, the
attendees raised a set of questions
that were answered by the presenters.

li‘i"' ] — S i
On the 9" of January 2020, the
MS@CPS team at the university led by
Prof. Faiez Gargouri presented the
MS@CPS project master study plan
and curriculum to the scientific council
of the Higher Institute of Computer
Science and Multimedia (ISIMS),
University of Sfax. The study plan is
now validated and approved which
opens the door for next steps to get
accreditation for program in Tunisia
in-order to inaugurate the master
program at the university of Sfax in the
Fall of 2020 as planned.

_E

On the 18™ of January 2020, Prof. Faiez
Gargouri the local coordinator of the
MS@CPS project at the University of
Sfax and the project's team member
Dr. Nadia Bouassida participated in a
live radio interview program at "radio
Sfax" with Dr Hansen Trichili to present
the MS@CPS project and the master

program in cyber physical systems at
the university.

On the 16% of July 2020, the MS@CPS
team at the higher Institute of
Computer Science and Multimedia
(ISIMS), University of Sfax held an
information meeting targeting the
teaching staff at the program. The
team discussed teaching methods to
be followed in the CPS master
program which will be launched as
planned in September.

Guest Speaker:

Dr. Nedal Jayousi
Director of National Erasmus Office in Palestine

Country Representative -Palestine

v JF,

g @ Cyber ’Physical Systems

OPEN INFO DAY

JOIN US: Online Zoom Meeting, August 26™
9:00 AM (CET)

The NEO Director, Dr. Nedal Jayousi
opened the Info Day of CBHE EU
Funded Project: International Master
of Cyber Physical Systems. The Info
Day was facilitated by Palestine
Technical College - Deir El-Balah with
the presence of International, Arab
and Local partners and stakeholders.
Dr. Jayousi participated in this event

among many activities of supporting
and consolidating CBHE projects in
Palestine. Dr. Jayousi encouraged the
project stakeholders to sustain their
work on the project during COVID-19
crisis, as well as to work on getting
accreditation from Palestinian
Accreditation and Quality Assurance
Commission as this project ties with
the priorities of the Palestinian Higher
Education Strategic Plan.

PTC participates in Erasmus+ (info day)

Honoring 2020 Erasmus+
Winners

On Wednesday, November 25, 2020,
under the auspices of H.E the Minister
of Higher Education and Scientific
Research, Dr. Mamoud Abu Mouis,
and with the occasional presence of
the EU Representative in Jerusalem Mr.
Sven Kuhn von Burgsdorff, and Dr.
Nedal Jayousi the Representative of
the Palestinian - European
Cooperation Mission for Higher
Education (Erasmus+), the Information
Day in Palestine took place with more
than 350 participants attending from
both West Bank and Gaza Strip.

Dr. Ezzaldeen Edwan presented a
short viedo about the impact of the
MS@CPS  project at  Palestine
Technical college - Deir El-Balah and at
Palestinian socity.

https://www.youtube.com/watch?v=g
1AYhRIZOVE

ik about the impact of MS@CPS Erasn
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https://www.youtube.com/watch?v=g1AYhRlZ0vE
https://www.youtube.com/watch?v=g1AYhRlZ0vE
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Gallery from online Teaching of MS@CPS
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Organizational Support for Design

* Design is inherently creative and unpredictable.
Interactive system designers must blend knowledge

of technical feasibility with a mystical esthetic

sense of what attracts users.

* Some companies are beginning to employ chief
design officers (CDOs), which may help to promote
usability and design thinking at every level

* Return on Investment (ROI) business case for

focusing on usability has been made powerfully
and repeatedly
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Scientific Article on CPS fields

Smooth Degradation of Cyber-Physical
Systems in the Presence of Faults

Computers have become the most
successful tool in the history of mankind.

The first transistor-based computers
have only been built in the early 1950s,
and within the next 70 years the
advancement of computer technology
has  changed  human  societies
tremendously. From interactive devices
operated by humans, computers soon
have morphed into so-called embedded
systems, controlling mechanical and
electrical devices, for example, the
Apollo Guidance Computer in 1965. With
the advancement in telecommunication
technology and networking, computer
systems have become increasingly
interconnected, enabling large-scale
distributed systems where embedded
control is only a part of it. For this new
paradigm of networked embedded
systems, the name cyber-physical
systems (CPS) has been coined [1]. With
the emergence of CPS another
technology has evolved, the so-called
Internet-of-Things (loT), which is about
the deployment of smart objects or
"things", interacting with other smart
objects or systems[2]. Application
domains of CPS have a tendency to
continuously grow in scope with the
advancement of technology. For
example, the Global Positioning System
(GPS) has started in 1973 as a satellite-
based radionavigation system in 1973.
From GPS numerous derived
applications have emerged, with one of
very high impact being satellite
navigation, allowing the navigation with
electronic maps. With the advent of
artificial intelligence this evolved further
into autonomous vehicles, having
computers as drivers or pilots of vehicles.
Even before the advent of autonomous
vehicles,  vehicles using satellite
navigation have started to report back
their traffic data, which creates a global
view of real-time traffic, allowing to
provide traffic control on a large-scale
level. CPS applications tend to grow

continuously, with every advancement in
the different technological areas. As a
further example, the global connectivity
with the internet allows CPS systems to
operate beyond distance limitations. CPS
have become the backbone for different
areas of critical infrastructure, for
example, the power grid. With CPS
operating on such a global scale on
critical infrastructure, it is also very
important to build those systems with
resilience against different causes of
faults [3]. Failures of subsystems must
not allow to bring down the whole
system, as this could have catastrophic
consequences in case of critical
infrastructures.

Human- Cyber World
Machine
Interaction computing  storage

VR4
dy

-
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Physical World

At the University of Hertfordshire, we
have developed an approach to provide
smooth degradation for CPS in case of
faults [4,5]. Subsystems of CPS typically
provide services of different criticality.
Providing resilience against faults is the
goal. However, once so many resources
have failed that not all services can be
maintained at their full quality of service,
a systematic approach to lower the

service quality provided by the system is
needed. The basic assumption we have is
that the tasks implementing a service can
be deployed on different computing
elements. And instead of just dropping
services so long till the remaining
computing capacity can deal with the
remaining computing load, we use a
more  graceful way of system
degradation. The very basic idea is that in
order to have completely stiff timing
requirements for a task, like real-time
deadline and task period, we allow for a
tolerance range for each task [4]. The
tolerance  range  represents  the
magnitude of  safety margins
accompanied within a task during the
system design phase; these margins
correspond to a utility range that
represents the value of the task to the
overall system [4].

We use the relation between tolerance
range and utility range to determine the
run-time adaptation capability of a task
in case of run-time failure [5]. This
relation formulates a utility function that
exploits the safety margins of each task
according to its value using an Integer
Linear ~ Programming  optimization
technique to allow graceful degradation
for the overall system utility by
optimising the utility of individual tasks.
The special feature of this approach is
that it allows to degrade even higher
critical tasks in order to keep some other
lower criticality tasks still running. For
the applicability of our approach in the
industry, we integrate it to Safety
Integrity Levels (SIL) defined in IEC 61508
using the Criticality Arithmetic concept
[6]. Criticality arithmetic is the
application of using multiple redundant
independent implementations of lower
integrity level components to obtain a
higher integrity level component. The
integration of this approach to safety
standards in system development can
provide benefits in terms of both reduced
development time and  reduced
development cost without tampering
with the required level of assurance for
the functional safety of systems
components. gradation of Cyber-
Physical Systems in the Presence of
Faults.
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